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[bookmark: _Toc59455447]Intellectual Property Rights
[bookmark: For_tbname]Essential patents
[bookmark: IPR_3GPP]IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web server (https://ipr.etsi.org/).
Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, essential to the present document.
Trademarks
The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners. ETSI claims no ownership of these except for any which are indicated as being the property of ETSI and conveys no right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.
[bookmark: _Toc59455448]Foreword
This Technical Specification (TS) has been produced by ETSI Technical Committee Cyber Security (CYBER).
[bookmark: _Toc59455449]Modal verbs terminology
In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).
"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
[bookmark: _Toc59455450]Introduction
Over time communications networks have evolved from simple fixed line to mobile networks and depending on underlying internet protocols rather than circuit switched, with many software and virtual functions.
The present document brings together widely considered good practice in security for communications networks in a set of high-level outcome-focused Policies. The objective of the present document is to support all parties involved in the bringing simple controls to improve the security of a communications network. 
The present document is not intended to solve all security challenges. Rather, the focus is on the technical and organizational Policies that matter most in addressing the most significant and widespread security shortcomings. 
As many Communications networks and services process and store personal data, the present document can help in ensuring that these are compliant with the General Data Protection Regulation (GDPR) [i.7]. This present document can also help organizations implement a future EU common cybersecurity certification framework as proposed in the Cybersecurity Act [i.13]. In some case the NIS Directive will also apply.


[bookmark: _Toc59455451]1	Scope
The present document specifies high-level Policies for the Cybersecurity of a Communications network
The present document provides basic guidance for organizations involved in the development and deployment, and how to implement those Policies. 
[bookmark: _Toc59455452]2	References
[bookmark: _Toc59455453]2.1	Normative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
Referenced documents which are not found to be publicly available in the expected location might be found at https://docbox.etsi.org/Reference.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long-term validity.
The following referenced documents are necessary for the application of the present document.
Not applicable.
[bookmark: _Toc59455454]2.2	Informative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long-term validity.
The following referenced documents are not necessary for the application of the present document, but they assist the user with regard to a particular subject area.
[bookmark: REF_TR103305_3][i.1]	ETSI TR 103 305-3: "CYBER; Critical Security Controls for Effective Cyber Defence; Part 3: Service Sector Implementations".
[bookmark: REF_TR103309][i.2]	ETSI TR 103 309: "CYBER; Secure by Default - platform security technology".
[bookmark: REF_NISTSPECIALPUBLICATION800_63B][i.3]	NIST Special Publication 800-63B: "Digital Identity Guidelines - Authentication and Lifecycle Management".
NOTE	Available at https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63b.pdf.
[bookmark: REF_ISOIEC29147][i.4]	ISO/IEC 29147: "Vulnerability Disclosure".
NOTE	Available at https://www.iso.org/standard/45170.html.
[bookmark: REF_CSAF][i.5]	CSAF: "Common Vulnerability Reporting Framework (CVRF)".
NOTE	Available at http://docs.oasis-open.org/csaf/csaf-cvrf/v1.2/csaf-cvrf-v1.2.html.
[bookmark: REF_TR103331][i.6]	ETSI TR 103 331: "CYBER; Structured threat information sharing".
[bookmark: REF_9546EC][i.7]	Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation).
[bookmark: REF_ENISA][i.8]	ETSI NFV Network Functions Virtualisation Group https://www.etsi.org/technologies/nfv 
[bookmark: REF_UKDEPARTMENTFORDIGITALCULTUREMEDIAAN][i.9]	GSMA Security Accreditation Scheme https://www.gsma.com/security/security-accreditation-scheme/ 
[bookmark: REF_IOTSECURITYFOUNDATION][i.10]	ISO/IEC 29147:2018 Information technology — Security techniques — Vulnerability disclosure
[bookmark: REF_GSMA] [i.11]	FIDO – Fast Identity Online https://fidoalliance.org/
[bookmark: REF_TR103533] [i.12]	ETSI Quantum Safe Cryptography QSC www.etsi.org/technologies/quantum-safe-cryptography
[bookmark: REF_Cybersecurity_Act][i.13]	Regulation of the European Parliament and of the Council on ENISA, the "EU Cybersecurity Agency", and repealing Regulation (EU) 526/2013, and on Information and Communication Technology cybersecurity certification (''Cybersecurity Act'').
[bookmark: _Toc59455455]3	Definition of terms, symbols and abbreviations
[bookmark: _Toc59455456]3.1	Terms
For the purposes of the present document, the following terms apply:
personal data: any information relating to an identified or identifiable natural person
security-sensitive data: data that is relevant to the security of a device or service, for example cryptographic keys, device identifiers and initialization vectors
[bookmark: _Toc59455457]3.2	Symbols
Void. 
[bookmark: _Toc59455458]3.3	Abbreviations
For the purposes of the present document, the following abbreviations apply:
API	Application Programming Interface
CVD	Coordinated Vulnerability Disclosure
CVRF	Common Vulnerability Reporting Framework
DDoS	Distributed Denial of Service
ENISA	European Union Agency for Network and Information Security
EU	European Union
eUICC	embedded Universal Integrated Circuit Card
GDPR	General Data Protection Regulation
GSMA	GSM Association
ISO	International Organization for Standardization
ISG	ETSI Industry Specification Group
NIST	National Institute of Standards and Technology
SIM	Subscriber Identity Module
eSIM	Embedded version of the SIM.
TS	Technical Specification
UICC	Universal Integrated Circuit Card



[bookmark: _Toc59455459]4 	Risk and threats
Communications networks are rapidly evolving: Infrastructure is being supported in software in virtual machines and containers, and the functionality is evolving into an internet-based infrastructure based on virtual machines and software. Cybersecurity Policies are of critical importance when designing, implementing, operating and taking out of service the network. These security risks and threats must be addressed from the highest level of governance within the organisation, as there are severe legal and reputational impacts from failure.
The methods of attack and compromise are changing to those of the Internet: Within new systems are also legacy systems that have to be supported to allow interworking, and this also introduce more risks.
In the context of these rapidly evolving networks, many of the risks and threats are at a very simple nature, combing failures at the most basic level, and human errors.
This document does not pretend to cover all the technical risks and threats but presents a simple level of Policies which should be in place. It is expected that for specific purposes, these will be strengthened and evolved over time, as new risks and threats are revealed. It is also to be hoped that this document will also evolve to cover more areas in detail. 
Nevertheless, taking the first steps of a simple Cybersecurity Policy measures is vitally important to ensure the security of an organisation. This will ensure that there is an adequate and sufficient baseline of security in place for a Communications network. An Operator should strive to exceed these basic Cybersecurity requirements.
If these Policies are in place, it can be clearly demonstrated that there are base-line security controls are in place, with an adequate level of Cybersecurity to protect the network and consumer.



[bookmark: _Toc59455460]5	Cybersecurity Policies for a Communications Network
This document describes the fundamental Cybersecurity Policies and Controls that a communications network should have in place. It also describes those for the consumer that a network should have in place.
These policies should be improved and monitored by means of third party and internal audits, conformance to external Standards, and a linked Coordinated Vulnerability Disclosure scheme. 
The diagram below shows the concept of the cycle that should be in place to support secure operation and minimise the risks and threats. Feedback of security weakness from reports and regular audits should ensure the maintenance of security. 

Board Responsibility and Policy
High-Level Security Committee



Corrective actions
· Policy improvement cycle
· Security improvements cycle
· Security incidents and reports


[bookmark: _Toc55466803][bookmark: _Toc55468385][bookmark: _Toc55480672][bookmark: _Toc55481862][bookmark: _Toc55483388][bookmark: _Toc55483632][bookmark: _Toc55483792][bookmark: _Toc55485253][bookmark: _Toc55485907][bookmark: _Toc55486752][bookmark: _Toc55545726][bookmark: _Toc55569060]Individual Policies 
for each of the Security Controls
Training and awareness



[bookmark: _Toc55569062]Internal and External Audit of Security Policies
Reporting of security breaches and Vulnerability disclosure


[bookmark: _Toc55466805][bookmark: _Toc55468387][bookmark: _Toc55480674][bookmark: _Toc55481864][bookmark: _Toc55483390][bookmark: _Toc55483634][bookmark: _Toc55483794][bookmark: _Toc55485255][bookmark: _Toc55485909][bookmark: _Toc55486754][bookmark: _Toc55545728][bookmark: _Toc55466804][bookmark: _Toc55468386][bookmark: _Toc55480673][bookmark: _Toc55481863][bookmark: _Toc55483389][bookmark: _Toc55483633][bookmark: _Toc55483793][bookmark: _Toc55485254][bookmark: _Toc55485908][bookmark: _Toc55486753][bookmark: _Toc55545727][bookmark: _Toc55569061]


[bookmark: _Toc59455461]5.1	Organise for security	
Communications operators should have an appropriate organisation for security. This shall include:
· A Board Director responsible for Security, with a high-level Policy adopted by The Board,
· A Management structure to ensure the security Policy is assigned and responsibility is given to nominated responsibility,
· A Policy for security covering the essential items in ISO27000 series. There should be an intention to get certification of the Policy, if this is not already present,
· There should be regular meetings of a high-level organisation for control (or internal committee) to ensure that security and associated risks are addressed,
· There should be a means to ensure that security breaches or incidents are reported and corrected, whether internally, through audits or through a vulnerability reporting scheme. Vulnerabilities and concerns should be able to be raised anonymously, without blame or consequences,
· Consumer security should be protected, and notice taken of relevant legislation.
[bookmark: _Toc55383592][bookmark: _Toc55467168][bookmark: _Toc55480183][bookmark: _Toc58846687]Policy 1 - A Security Policy shall exist for the organisation, with a supporting management structure, with appropriate controls.
[bookmark: _Toc59455462]5.2 	Securely store credentials and security-sensitive data
There should be a Policy to cover the storage of security-sensitive data and information. This should take into account the security of consumer and operator information to meet the Data Protection information requirements, as well as securing sensitive or critical information, and include the aspects of:
· Virtual and physical storage of sensitive information,
· Sharing information with third parties and contractors,
· Protection of consumer sensitive data, such as authentication, personal and banking information,
· Transmission of sensitive information within and without the network.
[bookmark: _Toc55383593][bookmark: _Toc55480184][bookmark: _Toc58846688]Policy 2 - A Policy shall exist for the storage of the security related data and information.
[bookmark: _Toc59455463]5.3	Communicate securely
Security-sensitive data, including any remote management and control, should be authenticated and secured in transit, and when stationary for forwarding, with such authentication, integrity and confidentiality appropriate to the properties of the technology and usage.
There should be segregation between consumer data, and that used to operate the network elements. Security measures should be in place where legacy networks are supported, these may introduce security issues into later more secure implementations.
All keys should be managed securely and should be generated using truly random methods. The use of open, peer-reviewed standards is strongly encouraged, and algorithms should be quantum resistant [i.12].
[bookmark: _Toc55383594][bookmark: _Toc55480185][bookmark: _Toc58846689]Policy 3 – A Policy shall exist for the security of sensitive information and key management.
[bookmark: _Toc59455464]5.4	Ensure that personal data is protected
Communications operators and service providers shall provide consumers with clear and transparent information about how their personal data is being used, by whom, and for what purposes, for each device and service. This also applies to third parties that can be involved, including advertisers.
Where personal data is processed on the basis of consumers' consent, this consent shall be obtained in a valid way.
Consumers who give consent for the processing of their personal data shall be given the opportunity to withdraw it at any time.
It is expected that the appropriate entity, such as the service provider or operator, ensures that personal data is processed in accordance with applicable data protection law, for example the GDPR [i.7], and also in accordance with applicable local legislation regarding security and regulatory matters. Care should be taken where data is processed in other legal regulatory areas, and data should be appropriately protected.
Obtaining consent "in a valid way" normally involves giving consumers a free, obvious and explicit opt-in choice of whether their personal data can be used for a specified purpose.
[bookmark: _Toc55383595][bookmark: _Toc55480186][bookmark: _Toc58846690]Policy 4 – A Policy shall exist for personal information, as defined by local legislation, and give the consumer the ability to opt-in, consent and withdraw.
[bookmark: _Toc59455465]5.5	Signalling integrity and protection
Signaling information should be protected when in transit, both within and without the network. Integrity should be the main consideration (to protect information from being changed), but integrity, confidentiality and authentication are important where personal information is involved.
There is also the requirement to enforce protection (such as home routing in networks), and border protection should be enforced to prevent improper signaling and similar attacks from outside the network. Examples of this might be attacks on consumers such as spam, fake links or calls, location look up and other methods of compromising the consumer.
Where possible, the operator should have measures in place to stop compromise of the consumer, such as inspecting data for viruses and links, and try to reduce these by automated means. It should be possible for the consumer to report these, and the network operator should take the appropriate steps.
[bookmark: _Toc55383596][bookmark: _Toc55480187][bookmark: _Toc58846691]Policy 5 – A Policy shall exist for signalling integrity and protection.
[bookmark: _Toc59455466]5.6	Software and Virtual functions
There is a risk that virtual, software defined networks and infrastructure implemented in software may be a security risk. This may happen because of, for example:
· Leakage of information between functions on virtual machines on servers,
· Lack of control versions of the software or the function containers,
· Security related data (such as encryption keys) are not held in secure hardware, and can be compromised by backups, software dumps and similar methods,
· Inadequate access control allowing the controls to be bypassed
There is advice and guidance given by groups such as ETSI Network Functions Virtualization ISG (NFV) [i.8].
In the use of these systems, a risk assessment should be made, with explicit countermeasure identified and mitigation included.
[bookmark: _Toc55383597][bookmark: _Toc55480188][bookmark: _Toc58846692]Policy 6 – A Policy shall exist for software and virtual functions with a risk assessment, and explicit security countermeasure identified, and mitigation included.
[bookmark: _Toc59455467]5.7	Back up and contingency planning
There should be a security back up and contingency policy in place to ensure that data, information and infrastructure can be backed up and restored. This should include physical infrastructure, processing capability, associated support and day to day operation and maintenance. 
It is good practice to ensure that back up can be safely restored in a timely and accurate fashion, and there should be regular testing to ensure this.
[bookmark: _Toc55480189][bookmark: _Toc58846693]Policy 7 – A Policy shall exist for security back up and contingency planning, and should be regularly tested.
[bookmark: _Toc59455468]5.8 	Outsourcing of infrastructure and services
Where outsourcing or control of infrastructure is part of the network, then a Policy should be produced to minimise the risks of the third parties accessing assets and information that are not permitted. The security policies of the outsourcing organizations should also be adequate:
· Security-sensitive or personal information,
· Protect against security related issues such as denial of services, monitoring information, abusing Lawful Interception.
· Access control to ensure that only those tasks that are allowed and permitted are performed.
Where outsourcing takes place, there should be clear written agreements on security responsibility and access.
[bookmark: _Toc55383598][bookmark: _Toc55480190][bookmark: _Toc58846694]Policy 8 – A Policy shall exist on the security of outsourcing of infrastructure and services.
[bookmark: _Toc59455469]5.9 	SIM security and tokens
SIMs (UICC) and access tokens should be used that have an adequate level of security. These should be procured from manufacturers that conform to the GSMA Security Accreditation Scheme, FIDO (Fast IDentity Online) or similar bodies, so that the basic level of manufacturing security is met [i.9] [i.11]. 
The authentication algorithms themselves should be chosen so that they have an adequate security for the lifetime of the SIM, and that they are resistant to common methods of attacks such as side channel, choice of random keys and physical access to the SIM. For long term usage, a backup authentication algorithm should be considered.
Keys should be randomly generated.
These concerns also should be taken into accounted with embedded eSIMs, and in addition resilient and secure over the air processes should be produced and followed.
[bookmark: _Toc55383599][bookmark: _Toc55480191][bookmark: _Toc58846695]Policy 9 – A Policy shall exist to secure the physical security and management of SIM and eSIMs and Tokens.
[bookmark: _Toc59455470]5.10 	Physical security of assets
There should be a Physical security policy to protect assets such as information, infrastructure and assets to prevent intrusion. Examples of compromise may be the modification or loss of hardware of software, denial of service or the loss of sensitive information and data.
This may include the security of infrastructure from ‘acts of god’ or nature, guarding, minimize the risk of theft and destruction, and providing physical back up and contingency sites. Consideration should also be given to emergency control call out, location, duplication and redundancy, and cascade procedures.
[bookmark: _Toc55383600][bookmark: _Toc55480192][bookmark: _Toc58846696]Policy 10 - A Policy shall exist for the Physical security of assets and infrastructure.
[bookmark: _Toc59455471]5.11 	Supply chain security
Supply chain security measures should be in place to ensure:
· Version control of software and hardware,
· To ensure that only genuine devices are used, and that fake, or substitute devices or unlicensed or unsupported software are not introduced,
· There is control over consumer devices to ensure consumer security. This may be to reduce the impact to the consumer of insecure or badly performing or interfering mobiles or impact the correct operation of network by devices behaving improperly.
[bookmark: _Toc55383601][bookmark: _Toc55480193][bookmark: _Toc58846697]Policy 11 – A Policy shall exist to ensure Supply chain security.
[bookmark: _Toc59455472]5.12 	Vulnerability Disclosure
The operator shall have in place a coordinated vulnerability disclosure scheme. This should allow reports of security related issues so that corrective action may take place speedily, openly and corrected security related issues. This should be clearly advertised, and an internal appropriate organization should be in place.
There are many such models for such a scheme, and an example is that described by ISO [i.10].
[bookmark: _Toc55383602][bookmark: _Toc55480194][bookmark: _Toc58846698]Policy 12 - A Policy shall exist for Co-ordinated Vulnerability Disclosure scheme.
[bookmark: _Toc59455473]5.13 	Testing and auditing
There should be a policy of regular testing and auditing of all Policies to ensure that they are being followed, used and of sufficient level to ensure security is adequate.
This can be achieved by an internal audit function, with additional effort from external audits to demonstrate compliance to the Policy. External audit in accordance with a recognized Standards, either national or international, should be undertaken to openly demonstrate adequacy.
[bookmark: _Toc55383603][bookmark: _Toc55480195][bookmark: _Toc58846699]Policy 13 – A Policy shall exist for regular security testing and auditing.
[bookmark: _Toc59455474]5.14 	Accountability and monitoring of actions
Each action should be audited and strongly authenticated. This is to ensure that the only identified and authorized actions can take place, and monitoring is in place to ensure an adequate audit trail is in place to account for each action.
Where simple password controls are used, these should conform to a good practice guideline, and shall be a unique default value, have time limits set so that they is regularly changed, and shall prevent weak passwords.
[bookmark: _Toc55383604][bookmark: _Toc55480196][bookmark: _Toc58846700]Policy 14 – A Policy shall exist for the security of access, password, accountability of monitoring and auditing.
[bookmark: _Toc59455475]5.15 	Fraud detection and billing integrity
A public operator should have measures in place to detect and protect themselves and consumers against fraud. For the operator examples are interconnect fraud, exploitation of billing processes, actual security breaches and loss of revenue by flaws in products and services.
Consumers should be protected against risks such as billing account take over by third parties, inaccurate or additional billing to costly destinations, fake two factor authentication and “sim swapping” (the ability to get a new SIM and take over an account). Mitigation can be by having robust services to identify consumers, and fully informing the consumer as to processes.
[bookmark: _Toc55480197][bookmark: _Toc58846701]Policy 15 – A Policy shall exist for fraud detection and minimisation of risks for a public operator and consumer.
[bookmark: _Toc59455476]5.16 	Legal conformance
Communications operators must operate in conformance and comply with local legislation and requirements.
These may include areas such as data handling, data retention, lawful interception, communications license conditions, consumer data handling, Company legislation, handling financial information, export control of information and equipment, and lawful interception requirements.
[bookmark: _Toc58846702]Policy 16 – A Policy shall exist for legal conformance.
[bookmark: _Toc59455477]5.17 	Training and awareness
Training and awareness is an important pillar of maintaining security within a communications operator. This, where possible, should be made a condition of employment, Examples are
· Introducing all new people to the security requirements and responsibilities of the organization with a training course,
· Maintaining awareness by means of campaigns, information,
· Encouraging the reporting of incidents and breaches,
· Specialist security training where it is required for particular roles,
· Ensuring security controls where people leave the organization,
[bookmark: _Toc58846703]Policy 17 – A Policy shall exist to ensure security training and awareness.




[bookmark: _Toc59455478]Annex A (normative):
List of Policies
Policy 1 - A Security Policy shall exist for the organisation, with a supporting management structure, with appropriate controls.	9
Policy 2 - A Policy shall exist for the storage of the security related data and information.	9
Policy 3 – A Policy shall exist for the security of sensitive information and key management.	9
Policy 4 – A Policy shall exist for personal information, as defined by local legislation, and give the consumer the ability to opt-in, consent and withdraw.	10
Policy 5 – A Policy shall exist for signalling integrity and protection.	10
Policy 6 – A Policy shall exist for software and virtual functions with a risk assessment, and explicit security countermeasure identified, and mitigation included.	10
Policy 7 – A Policy shall exist for security back up and contingency planning, and it should be regularly tested.	10
Policy 8 – A Policy shall exist on the security of outsourcing of infrastructure and services.	11
Policy 9 – A Policy shall exist to secure the physical security and management of SIM and eSIMs and Tokens.	11
Policy 10 - A Policy shall exist for the Physical security of assets and infrastructure.	11
Policy 11 – A Policy shall exist to ensure Supply chain security.	11
Policy 12 - A Policy shall exist for Co-ordinated Vulnerability Disclosure scheme.	12
Policy 13 – A Policy shall exist for regular security testing and auditing.	12
Policy 14 – A Policy shall exist for the security of access, password, accountability of monitoring and auditing.	12
Policy 15 – A Policy shall exist for fraud detection and minimisation of risks for a public operator and consumer.	12
Policy 16 – A Policy shall exist for legal conformance.	12
Policy 17 – A Policy shall exist to ensure security training and awareness.	13
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